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Safe Online Talk

Materials and Preparation
��+DOI�VL]H�VKHHWV�RI�SDSHU��WKUHH�IRU�HYHU\�VWXGHQW

��*UHHQ��\HOORZ��DQG�UHG�PDUNHUV�RU�FRORUHG�SHQFLOV��RQH�VHW�IRU�HDFK�JURXS��������������������������������������������������������������������
RI�IRXU�WR�ILYH�VWXGHQWV�

��� �3UHYLHZ�WKH�YLGHR��³Perspectives on Chatting Safely Online�´��
DQG�SUHSDUHG�WR�VKRZ�LW�WR�VWXGHQWV�

��&RS\�WKH�Take Three Student Handout��RQH�IRU�HDFK�VWXGHQW�

��&RS\�WKH�Internet Traffic Light Student Handout��RQH�IRU��
HDFK�VWXGHQW�

��5HYLHZ�WKH�Take Three Student Handout – Teacher Version�

��5HYLHZ�WKH�Internet Traffic Light Student Handout – Teacher Version�

��5HDG�WKH�Communicating Safely Online Teacher Backgrounder (Middle School)�

Family Resources
��6HQG�KRPH�WKH�Safe Online Talk Family Tip Sheet (Middle School).

Essential Question
How should you handle inappropriate online talk?

Lesson Overview
:KLOH�DFNQRZOHGJLQJ�WKH�EHQHILWV�RI�RQOLQH�WDON�DQG�PHVVDJLQJ��VWXGHQWV�
FRQVLGHU�VFHQDULRV�LQ�ZKLFK�WKH\�PD\�IHHO�XQFRPIRUWDEOH��RU�PD\�
HQFRXQWHU�LQDSSURSULDWH�EHKDYLRU�RQ�WKH�,QWHUQHW��6WXGHQWV�ILUVW�ZDWFK�
D�VKRUW�YLGHR�LQ�ZKLFK�WHHQV�VKDUH�WKHLU�UXOHV�RI�WKH�URDG�IRU�FRQQHFWLQJ�
ZLWK�RWKHUV�RQOLQH��7KURXJK�D�JXLGHG�FODVV�GLVFXVVLRQ��VWXGHQWV�WKHQ�
OHDUQ�VWUDWHJLHV�IRU�UHFRJQL]LQJ�DQG�UHVSRQGLQJ�WR�ULVN\�RQOLQH�LQWHUDFWLRQ��
)LQDOO\��VWXGHQWV�ZRUN�LQ�JURXSV�WR�UDWH�WKH�ULVNLQHVV�RI�VHYHUDO�RQOLQH�
VFHQDULRV�XVLQJ�WKH Internet Traffic Light Student Handout�

Learning Objectives
Students will be able to ... 

��GHVFULEH�SRVLWLYH�DVSHFWV�RI�RQOLQH�WDONLQJ�DQG�PHVVDJLQJ�

��LGHQWLI\�VLWXDWLRQV�LQ�ZKLFK�IOLUWLQJ�DQG�FKDWWLQJ�EHFRPH�
LQDSSURSULDWH�DQG�ULVN\�

��XQGHUVWDQG�UXOHV�IRU�VDIH�RQOLQH�PHVVDJLQJ��DQG�IHHO�HPSRZHUHG�WR�
GHDO�ZLWK�XQFRPIRUWDEOH�VLWXDWLRQV�ZKHQ�FRPPXQLFDWLQJ�RQOLQH�

Estimated time:�45�PLQXWHV

Standards Alignment –

Common Core: 

grade 6: 5,����5,����:����:����

:�����6/��D��6/��E��6/��F��6/��G��

6/����6/����/��

grade 7: 5,�����:����6/��D��

6/��E��6/��F��6/��G��6/����6/����

6/����/��

grade 8: 5,�����:����:����:����

:�����6/��D��6/��E��6/��F��6/��G��

6/����6/����/��

1(76�6���D���E���D���E

Key Vocabulary –

opportunity: D�FKDQFH�IRU�
VRPHWKLQJ�WR�KDSSHQ

pitfall:�D�KLGGHQ�RU�XQVXVSHFWHG�
SUREOHP�RU�GDQJHU

inappropriate: QRW�SURSHU��
QRW�RND\

risky:�SRWHQWLDOO\�KDUPIXO��
WR�RQH¶V�HPRWLRQDO�RU�SK\VLFDO�
ZHOO�EHLQJ

harass: WR�ERWKHU�RU�SUHVVXUH�
DJJUHVVLYHO\
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     introduction

Warm-up (5 minutes)

INVITE�VWXGHQWV�WR�UDLVH�WKHLU�KDQG�LI�WKH\�KDYH�HYHU�KHDUG�WKH�VD\LQJ��³'RQ¶W�WDON�WR�VWUDQJHUV�´

ASK:

How might this “rule” change when we 

communicate online? 

6WXGHQWV¶�DQVZHUV�ZLOO�YDU\��*XLGH�VWXGHQWV�WR�UHFRJQL]H��
WKDW�ZKLOH�WKH�,QWHUQHW�DOORZV�SHRSOH�WR�NHHS�LQ�WRXFK�RU�KDQJ�
RXW�ZLWK�IULHQGV�WKH\�DOUHDG\�NQRZ�RIIOLQH��LW�DOVR�DOORZV�
SHRSOH�ZKR�GRQ¶W�NQRZ�HDFK�RWKHU�WR�LQWHUDFW��GHEDWH��VKDUH��
DQG�FROODERUDWH�

DEFINE WKH�.H\�9RFDEXODU\�WHUP�opportunity�

POINT OUT�WKDW�WKH�,QWHUQHW�JLYHV�VWXGHQWV�D�ZLGH�UDQJH�RI�RSSRUWXQLWLHV�WR�FRQQHFW�ZLWK�RU�OHDUQ�IURP�SHRSOH�
ZKR�PD\�QRW�EH�LQ�WKHLU�FLUFOH�RI�FORVH�IULHQGV�²�ZKHWKHU�WKURXJK�JDPHV��VRFLDO�QHWZRUN�VLWHV��EORJV��LQVWDQW�
PHVVDJLQJ��IRUXPV��DQG�VR�RQ�

DEFINE WKH�.H\�9RFDEXODU\�WHUPV�pitfall DQG�inappropriate�

EXPLAIN�WR�VWXGHQWV�WKDW�FRQQHFWLQJ�ZLWK�SHRSOH�RQOLQH�RFFDVLRQDOO\�FDQ�KDYH�LWV�SLWIDOOV��7KHUHIRUH��LW�LV�
LPSRUWDQW�WR�NQRZ�KRZ�WR�GHDO�ZLWK�LQDSSURSULDWH�VLWXDWLRQV�LI�WKH\�DULVH�

         teach 1

Safety Video Vignettes (15 minutes)

DISTRIBUTE�WKH�Take Three Student Handout��RQH�IRU�HDFK�VWXGHQW�

EXPLAIN�WR�VWXGHQWV�WKDW�WKH\�DUH�JRLQJ�WR�ZDWFK�D�YLGHR�RI�WKUHH�WHHQV�VKDULQJ�WKHLU�H[SHULHQFHV�DERXW�
FRQQHFWLQJ�ZLWK�SHRSOH�RQOLQH��6WXGHQWV�VKRXOG�SD\�DWWHQWLRQ�WR�WKH�RSSRUWXQLWLHV�DQG�WKH�SLWIDOOV�WKDW�HDFK�
RI�WKH�WKUHH�WHHQV�PHQWLRQV�LQ�WKH�ILOP�

� �SHOW VWXGHQWV�WKH�³Perspectives on Chatting Safely Online´�YLGHR�

TELL�VWXGHQWV�WR�FRPSOHWH�WKH�Take Three Student Handout�ZLWK�D�SDUWQHU��0HDQZKLOH��SURMHFW�RU�GUDZ�WKH�
7DNH�7KUHH�JUDSKLF�RUJDQL]HU�RQ�WKH�ERDUG�IRU�WKH�FODVV�WR�YLHZ�

INVITE�VWXGHQWV�WR�VKDUH�WKH�RSSRUWXQLWLHV�DQG�WKH�SLWIDOOV�WKDW�5DQG\��$VHDO��DQG�5HQHH�WDON�DERXW�LQ�WKH�YLGHR��
)LOO�LQ�WKH�JUDSKLF�RUJDQL]HU�RQ�WKH�ERDUG�DV�VWXGHQWV�GLVFXVV�WKHLU�DQVZHUV��

ASK:

Which story do you feel most connected to? 

Why? 

6WXGHQWV¶�DQVZHUV�ZLOO�YDU\�

What advice did the teens share in  

the video? Would you add any advice  

of your own? 

6WXGHQWV�PD\�UHFDOO�WKH�IROORZLQJ�SLHFHV�RI�DGYLFH��HQG�DQ\�
FRQYHUVDWLRQ�WKDW�VWDUWV�WR�PDNH�\RX�XQFRPIRUWDEOH��UHPHPEHU�
WKDW�\RX�FDQ�VKXW�RII�D�GHYLFH�DW�DQ\�WLPH��UHPHPEHU�WKDW�
SHRSOH�DUH�³IDU�DZD\´�RQOLQH��LQ�D�VHQVH��VR�LW¶V�HDVLHU�WR�WDNH�
DZNZDUG�RU�DQQR\LQJ�PRPHQWV�OHVV�SHUVRQDOO\��*XLGH�
VWXGHQWV�WR�DOVR�FRQVLGHU�WKH�VXSSRUWLYH�UROHV�WKDW�IULHQGV��
SDUHQWV��DQG�PHQWRUV�FDQ�SOD\�LQ�XQFRPIRUWDEOH�VLWXDWLRQV�
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Renee talks about getting a “gut feeling” 

when she felt something was “off” online. 

What does that feel like? In which situations 

have you had that kind of gut feeling? 

6WXGHQWV�PD\�VKDUH�VWRULHV�DERXW�EHLQJ�XQFRPIRUWDEOH�ZKLOH�
FKDWWLQJ�RQOLQH��ZKHWKHU�ZLWK�VWUDQJHUV�RU�ZLWK�SHRSOH�WKH\�
NQRZ��2WKHUV�PD\�VKDUH�VWRULHV�DERXW�GHWHFWLQJ�RQOLQH�VFDPV�
RU�VSDP�

POINT OUT�WR�VWXGHQWV�WKDW�MXVW�DV�WKH\�IROORZ�VDIHW\�UXOHV�IRU�WUDYHO�LQ�WKH�UHDO�ZRUOG��ZKHQ�WKH\�JR�RQOLQH�WKH\�
VKRXOG�IROORZ�WKH�WKUHH�VDIHW\�UXOHV�\RX�MXVW�GLVFXVVHG�

         teach 2

:KDW·V�5LVN\" (10 minutes)

DEFINE WKH�.H\�9RFDEXODU\�WHUP�harass�

POINT OUT�WKDW�5DQG\�DQG�$VHDO�XVH�WKLV�ZRUG�LQ�WKH�YLGHR�WR�GHVFULEH�DZNZDUG�RU�DQQR\LQJ�LQWHUDFWLRQV�ZLWK�
VWUDQJHUV�RQOLQH��)RU�H[DPSOH��$VHDO�VD\V�KH�ZDV�KDUDVVHG�ZKHQ�GXULQJ�D�JDPH�VRPHRQH�KH�GLGQ¶W�NQRZ�VDLG�
VRPH�PHDQ�WKLQJV�DERXW�KLP�

EXPLAIN�WKDW�RQOLQH�IOLUWLQJ�FDQ�VRPHWLPHV�EH�D�OHVV�REYLRXV�IRUP�RI�KDUDVVPHQW�

ASK:

How would you handle someone walking 

up to you on the street and making crude or 

sexual comments? 

6WXGHQWV�VKRXOG�UHVSRQG�WKDW�WKH\�ZRXOG�ZDON�DZD\��DQG�FDOO�
IRU�KHOS�LI�WKH\�IHOW�WKUHDWHQHG�

How would you handle someone trying to 

flirt with you on the street? 

6WXGHQWV�PD\�UHVSRQG�WKDW�LW�GHSHQGV�RQ�ZKHWKHU�WKH\��
NQRZ�WKH�SHUVRQ�RU�QRW��7KH\�PD\�DOVR�VD\�LW�GHSHQGV�RQ�
ZKHWKHU�WKH�SHUVRQ�LV�VRPHRQH�WKHLU�RZQ�DJH�RU�PXFK�ROGHU�

EXPLAIN�WR�VWXGHQWV�WKDW�WKH�VDPH�NLQGV�RI�VLWXDWLRQV�FDQ�KDSSHQ�ZKHQ�WKH\�DUH�RQOLQH��6RPHWLPHV�LW¶V�REYLRXV�
WKDW�ZKDW�D�SHUVRQ�LV�VD\LQJ�RQOLQH�LV�ZURQJ�DQG�HYHQ�KDUPIXO��2WKHU�WLPHV�SHRSOH�PD\�IOLUW�RQOLQH��DQG�VXFK�
ZDUQLQJ�VLJQV�DUH�QRW�DOZD\V�VR�REYLRXV�

DISCUSS ZLWK�VWXGHQWV�KRZ�IOLUWLQJ�LV�QRUPDO�DPRQJ�PLGGOH�VFKRRO�NLGV��:KHQ�IOLUWLQJ�LV�GRQH�IDFH�WR�IDFH��LW�
PLJKW�IHHO�FRPIRUWDEOH��+RZHYHU��LW�TXLFNO\�FDQ�EHFRPH�XQFRPIRUWDEOH�RQOLQH��HYHQ�ZKHQ�LW¶V�ZLWK�RWKHU�SHRSOH�
WKDW�WKH\�PD\�NQRZ��7KLV�LV�EHFDXVH�SHRSOH�VRPHWLPHV�VD\�WKLQJV�RQOLQH�WR�RQH�DQRWKHU�WKDW�WKH\�PLJKW�QRW�VD\�LI�
WKH\�ZHUH�IDFH�WR�IDFH�

DEFINE WKH�.H\�9RFDEXODU\�WHUP�risky�

EXPLAIN WR�VWXGHQWV�WKDW�ZKHQ�WKH\�DUH�WDONLQJ�RQOLQH�ZLWK�SHRSOH�WKH\�GRQ¶W�NQRZ�LQ�SHUVRQ��IOLUWLQJ�DQG�RWKHU�
VH[XDO�WDON�LV�ULVN\�EHKDYLRU��7KHUH�DUH�WLPHV�ZKHQ�IOLUWLQJ�FDQ�OHDG�WR�DQ�RQJRLQJ�UHODWLRQVKLS�ZLWK�D�VWUDQJHU�
WKDW�VHHPV�GHHS�DQG�SHUVRQDO��%XW�WKLV�LV�WULFN\��EHFDXVH�VRPH�SHRSOH�RQOLQH�GRQ¶W�DFWXDOO\�KDYH�WHHQV¶�EHVW�
LQWHUHVWV�LQ�PLQG��,I�WKH�SHUVRQ�WKH\¶UH�FRPPXQLFDWLQJ�ZLWK�RQOLQH�VD\V�DQ\WKLQJ�LQDSSURSULDWH�RU�VH[XDO��DQG�
HVSHFLDOO\�LI�WKDW�SHUVRQ�LV�ROGHU�WKDQ�WKH\�DUH��VWXGHQWV�VKRXOG�VWRS�WDONLQJ�ULJKW�DZD\�DQG�WKHQ�WHOO�D�IULHQG�RU�
WUXVWHG�DGXOW�DERXW�LW�

Note:�6RPH�\RXQJ�WHHQV�PD\�IHHO�H[FLWHG�DERXW�WKH�LGHD�RI�GHYHORSLQJ�URPDQWLF�UHODWLRQVKLSV�ZLWK�ROGHU�WHHQV��
RU�\RXQJ�DGXOWV�RQOLQH��&RQVLGHU�GLVFXVVLQJ�ZK\�WKLV�FDQ�EH�HPRWLRQDOO\�DQG�GHYHORSPHQWDOO\�KDUPIXO��.HHS��
LQ�PLQG��WKRXJK��WKDW�WKH�ODWHVW�UHVHDUFK�GRHV�QRW�VXSSRUW�WKH�³RQOLQH�SUHGDWRU´�P\WK��3OHDVH�UHIHU�WR�WKH�
Communicating Safely Online Teacher Backgrounder�IRU�PRUH�LQIRUPDWLRQ�
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         teach 3

Internet Traffic Light (10 minutes)

DISTRIBUTE WKH�Internet Traffic Light Student Handout��RQH�IRU�HDFK�VWXGHQW�

REVIEW WKH�,QWHUQHW�6DIHW\�7LSV�RQ�WKH�KDQGRXW�DORXG��7HOO�VWXGHQWV�WR�NHHS�WKHVH�UXOHV�LQ�PLQG�GXULQJ�WKH�
IROORZLQJ�DFWLYLW\��

ARRANGE VWXGHQWV�LQ�JURXSV�RI�IRXU�RU�ILYH��'LVWULEXWH�WKUHH�VKHHWV�RI�SDSHU�IRU�HDFK�VWXGHQW�DQG�RQH�VHW�RI�
JUHHQ��\HOORZ��DQG�UHG�PDUNHUV�RU�SHQFLOV�IRU�HDFK�JURXS�

FOLLOW WKH�LQVWUXFWLRQV�RQ�WKH�Internet Traffic Light Student Handout – Teacher Version�WR�JXLGH�
VWXGHQWV�WKURXJK�WKH�JURXS�DFWLYLW\�DQG�FODVV�GLVFXVVLRQ��

         closing

Wrap-up (5 minutes)

<RX�FDQ�XVH�WKHVH�TXHVWLRQV�WR�DVVHVV�\RXU�VWXGHQWV¶�XQGHUVWDQGLQJ�RI�WKH�OHVVRQ�REMHFWLYHV���<RX�PD\�ZDQW�WR�DVN�
VWXGHQWV�WR�VHOI�UHIOHFW�LQ�ZULWLQJ�IRU�RQH�RI�WKH�TXHVWLRQV��XVLQJ�MRXUQDOV�RU�DQ�RQOLQH�EORJ�ZLNL�

ASK:

What are some of the opportunities  

and some of the pitfalls of connecting with 

people online? 

7KH�,QWHUQHW�JLYHV�\RX�WKH�RSSRUWXQLW\�WR�FRQQHFW�ZLWK�SHRSOH�
\RXU�DJH�WKDW�DUHQ¶W�LQ�\RXU�FORVH�IULHQG�JURXS��ZLWK�WKH�
,QWHUQHW��\RX�FDQ�ZRUN�WRJHWKHU�ZLWK�SHRSOH�LQ�DQ�RQOLQH�JDPH�
RU�YLUWXDO�ZRUOG��GHDOLQJ�ZLWK�RQOLQH�KDUDVVPHQW�FDQ�EH�D�
SLWIDOO�ZKHQ�FRQQHFWLQJ�ZLWK�VWUDQJHUV�RQOLQH�

In what online situations should you get a 

“gut feeling” that tells you that you may be 

at risk? 

:KHQ�SHRSOH�\RX�NQRZ�RQO\�RQOLQH�IOLUW�ZLWK�\RX�RU�WDON��
DERXW�VH[��ZKHQ�VRPHRQH�\RX�GRQ¶W�NQRZ�ZDQWV�\RX�WR�VHQG�
WKHP�D�SLFWXUH��WR�PHHW�\RX�DORQH��RU�DVNV�\RX�WR�NHHS�\RXU�
FRQYHUVDWLRQ�D�VHFUHW�

What are some rules for staying safe when 

talking and messaging online? 

'RQ¶W�UHSO\�WR�DQ\�TXHVWLRQV�WKDW�PDNH�\RX�XQFRPIRUWDEOH��
WHOO�D�IULHQG�RU�WUXVWHG�DGXOW�ZKHQ�VRPHRQH�ERWKHUV�\RX�
RQOLQH��DYRLG�IOLUWLQJ�RU�XVLQJ�VH[XDO�ODQJXDJH�RQOLQH��
HVSHFLDOO\�ZLWK�SHRSOH�\RX�DQG�\RXU�IULHQGV�GR�QRW�NQRZ�LQ�
SHUVRQ��QHYHU�SODQ�D�IDFH�WR�IDFH�PHHWLQJ�ZLWK�VRPHRQH�\RX�
PHW�RQOLQH�ZLWKRXW�WDNLQJ�DORQJ�D�SDUHQW�RU�JXDUGLDQ�

Extension Activity
)RFXV�WKH�GLVFXVVLRQ�RQ�WKH�VRFLDO�QHWZRUNLQJ�SURILOHV�DQG�RQ�WKH�EORJV�WKDW�VWXGHQWV�PD\�FUHDWH�IRU�WKHPVHOYHV��
3RLQW�RXW�WKDW�VRFLDO�QHWZRUNLQJ�SURILOHV�DQG�EORJV�DUH�QRW�LQ�DQG�RI�WKHPVHOYHV�GDQJHURXV��EXW�WKDW�WHHQV�QHHG��
WR�EH�FDUHIXO�ZLWK�KRZ�WKH\�XVH�WKHP��&KDOOHQJH�VWXGHQWV�WR�FRPH�XS�ZLWK�D�³'2V´�OLVW�RI�KRZ�WR�VDIHO\�HQMR\�
VRFLDO�QHWZRUNLQJ�DQG�EORJJLQJ�DQG�D�³'21¶7V´�OLVW�RI�ULVN\�EHKDYLRUV�WR�DYRLG��7KHVH�OLVWV�VKRXOG�EH�FUHDWHG�WR�
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DYRLG�XQZDQWHG�FRQWDFW�ZLWK�VWUDQJHUV�RU�SHRSOH�WKH\�PLJKW�DOUHDG\�NQRZ�RQOLQH��7KH\�PD\�ZLVK�WR�XVH�WKH�
,QWHUQHW�6DIHW\�7LSV�RQ�WKHLU Internet Traffic Light Student Handout�IRU�JXLGDQFH�

At-Home Activity
,QYLWH�VWXGHQWV�WR�FUHDWH�³6WD\�6DIH�2QOLQH�´�SRVWHUV�WR�DOHUW�RWKHU�VWXGHQWV�ZKR�JR�RQOLQH�WR�WKH�RSSRUWXQLWLHV�DQG�
WKH�SLWIDOOV�RI�RQOLQH�FRPPXQLFDWLRQ��6XJJHVW�WKDW�WKH\�UHIHU�WR�WKHLU�Internet Traffic Light Student Handout��
DQG�LQFOXGH�RQH�RU�PRUH�RI�WKH�WLSV�LQ�WKHLU�SRVWHUV��'LVSOD\�WKH�SRVWHUV�LQ�WKH�FODVVURRP�RU�VFKRRO�KDOOZD\V�
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The term “online predator” often conjures up the image of a creepy older man at a computer screen waiting to 
lure an unsuspecting child. The media reinforces this depiction, which is problematic because it does not fit with 
the kinds of risky relationships that are more common for teens. In reality, when online sexual solicitation does 
occur, it’s more likely to be between two teens, or between a teen and a young adult. 

The following background information serves to clear up these misconceptions, providing information for 
teachers about the myths and realities of online sexual solicitation, as well as guidance on how to approach this 
sensitive topic.

Thinking Beyond “Online Predators”
Many adults fear that teens use the Internet to connect with strangers. In reality, most teens use the Internet to 
keep in touch with people they already know offline, or to explore topics that interest them. Studies showthat it is 
most often teens who are psychologically or socially vulnerable that tend to take more risks online (Subrahmanyam 
and Šmahel, 2011; Ybarra et al., 2007). These at-risk teens might seek reassurance, friendship, or acceptance 
through relationships that they develop online. Given the disconnect between the “online predator” myth and  
the more realistic types of solicitation outlined above, it is important to strike the right tone when discussing the 
issue with teens. 

We recommend that adults avoid fear-based messages with teens, as research indicates that teens are less 
responsive to this approach (Lanning, 2010). Teens are not likely to buy into the idea that they should avoid  
all contact with anyone they do not know online. After all, it is nearly impossible to connect with others online 
without talking to some people who are strangers. Rather than telling teens to never talk with strangers,  
it is more effective to have conversations about why certain online relationships are risky, and about how to 
avoid them. 

The Truth About Risky Online Relationships
The information below is meant to clear up misconceptions about the common risks that kids face when they 
meet people online. It is based on research from the Crimes Against Children Research Center, the Internet 
Safety Technical Task Force, and Internet Solutions for Kids, Inc.

1. Teens, not children, are most likely to receive online sexual solicitations.
Online solicitors rarely target younger kids. This happens more frequently to younger teens (ages 14 to 17). 
People who solicit online are often upfront about their intentions. They may ask teens to talk about sex, to give 
out personal sexual information, to send sexy photos online, or to meet offline for a possible sexual encounter.

2. A teen is more likely to be solicited online by another teen or a young adult.
Contrary to popular belief, teens are more likely to be solicited online by similarly aged peers. It is true, however, 
that a very high majority of sexual solicitations online come from boys or men. Guiding teens to think more 
generally about avoiding risky online relationships, rather than telling them to fear predators, prepares them 
for the wider breadth of situations they may have to deal with online — not only the extreme cases.

3. The “predator-prey” label gives the wrong impression.
There is a range of behaviors that are not made clear by the predator-prey label. The behaviors can range from 
“not as risky” to “very risky,” as reflected in the chart below:
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Not As Risky

Very Risky

��Receive inappropriate spam through email and immediately send it to their junk mail

��Accept a friend request online from a stranger and receive a sexually explicit online 
message thereafter, or joke around on a virtual world site and flirt with other avatars

��Seek companionship or friendship on an online chat room, and develop an ongoing, 
risky relationship with a stranger

In the most extreme cases of online solicitation – those involving older adults and teens – targets are usually 
aware of their solicitor’s true age and intentions. For the small percentage of teens who find themselves in this 
kind of situation, simply warning them against “unwanted contact” is not an effective strategy because they 
have likely grown to be comfortable with, and perhaps even dependent upon, their solicitor. Instead, we need 
to help teens understand why it is risky to flirt with people they meet online, how to recognize warning signs, 
and more broadly, why romantic relationships between teens and adults are unhealthy. 

What Should Teens Know if Online Strangers Contact Them?
The term “grooming” is sometimes used to describe the process of an older adult coaxing a young person into 
sexual situations. For cases involving children, grooming may involve befriending the child, showing interest  
in his or her hobbies, exposing the child to sexually explicit material, and manipulating a child into a sexual 
encounter (Lanning, 2010). 

The term is less commonly used for cases between teens, or between a teen and a young adult. Research also 
shows that teens who flirt and engage in online sexual talk with strangers – especially in chat rooms – are more 
likely to be solicited for sex (Ybarra et al., 2007).

The number one thing for teens to remember is that they should avoid flirting with or regularly talking to online 
strangers or online acquaintances, especially – but not only – if the person they are chatting with is older than 
they are.

Teens should also reflect on these questions if they communicate with someone they meet online: 

��Has this person asked to keep anything about our relationship a secret?
��Has this person hinted at or asked about anything sexual?
��Have I felt pressured or manipulated by this person?
��Do I feel true to myself – sticking to my values – when I communicate with this person?

If teens feel uncomfortable during a conversation with an online stranger, they should:

��Change it up. If something feels like it might be getting risky, it probably is. But if teens are not sure, they 
should try changing the subject, making a joke, or saying they want to talk about something else. If they still 
feel pressured or uncomfortable, they need to take further action.  

��Log off or quit. Teens need to remember that at any time they can just stop typing and log off if a 
conversation gets uncomfortable online. They can also take action to block or report another user, or create a 
new account – whether for email, IM, or virtual world – to avoid contact with that person again. 

��.QRZ�WKDW�LW·V�RND\�WR�IHHO�HPEDUUDVVHG�RU�FRQIXVHG� It’s not always easy to make sense of situations that 
make teens uncomfortable online. Nor is it easy for them to ask for help if they feel embarrassed about what 
they’ve experienced. They should know these feelings are normal. 

��Talk to a friend or trusted adult. Teens should know that it’s okay to reach out. Even if they feel they can 
handle a tricky situation alone, it’s always a good idea for teens to turn to friends, parents, teachers, coaches, 
and counselors for support.
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Teaching Strategies for Sensitive Topics
Provide Supportive Resources

Young teens may react to conversations about risky relationships in different ways. Consider concluding the 
lesson by mentioning a few resources available to students at your school, such as guidance counseling, health 
services, and talking to other teachers. These resources may help kids practice safe behavior online long after 
your lesson on Safe Online Talk is over.   

You may wish to share the following Web resource with teens:
��That’s Not Cool (www.thatsnotcool.com)

Talking to Parents
Send home the Safe Online Talk Family Tip Sheet.

Research
��The Berkman Center for Internet & Society at Harvard University. Enhancing Child Safety & Online 

Technologies: Final Report of the Internet Safety Technical Task Force. 2008.

��Lanning, K. “Child Molesters: A Behavioral Analysis.” 2010. National Center for Missing & Exploited Children; 
Office of Juvenile Justice and Delinquency Prevention. 

��McBride, N. “ ‘Stranger-Danger’ Warnings Not Effective at Keeping Kids Safer.” 2011. National Center for 
Missing & Exploited Children. www.missingkids.com.

��Subrahmanyam, K. and Šmahel, D. Digital Youth: The Role of Media in Development. 2011. Springer,  
New York.

��Ybarra, M. L., Espelage, D. L., and Mitchell, K. J. “The Co-occurrence of Internet Harassment and Unwanted 
Sexual Solicitation Victimization and Perpetration: Associations with Psychosocial Indicators.” Journal of 
Adolescent Health, Health (2007). 41, pp. S31-S41. 
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Directions
When connecting with people online, the Internet opens up many opportunities. However, online 
communication also has its pitfalls. Fill out the chart below to show the positive and negative 
online experiences that Randy, Aseal, and Renee describe in the video.

Name Opportunities 
(potential positives)

Pitfalls 
(potential negatives)

Randy
Social network sites 

(Facebook)

Aseal
Gaming

Renee
Texting and video 
chatting (Skype)
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Safe Online Talk
TAKE THREE

TEACHER VERSION 

Directions
When connecting with people online, the Internet opens up many opportunities. However, online 

communication also has its pitfalls. Fill out the chart below to show the positive and negative 

online experiences that Randy, Aseal, and Renee describe in the video.

Name Opportunities 
(potential positives)

Pitfalls 
(potential negatives)

Randy
Social network sites 

(Facebook)

��'HYHORSLQJ�FORVHU�FRQQHFWLRQV 
with classmates

��(VWDEOLVKLQJ�FRQQHFWLRQV� 
to people you wouldn’t have 

connected to otherwise

��'HDOLQJ�ZLWK�UDQGRP�RU�VXVSLFLRXV�
friend requests

��'HDOLQJ�ZLWK�REQR[LRXV�DQG�
persistent contact (for example, 

handling repeated friend requests 

from strangers)

��1RW�NQRZLQJ�ZKR�SHRSOH�RQOLQH�
really are, or how they might  

react during communication

Aseal
Gaming

��+DQJLQJ�RXW�ZLWK�SHRSOH�\RX�
DOUHDG\�NQRZ�LQ�DQ�RQOLQH�VHWWLQJ

��,QWHUDFWLQJ�ZLWK�QHZ�SHRSOH�IURP�
around the world

��'HYHORSLQJ�D�EHWWHU�XQGHUVWDQGLQJ�
of other cultures from afar (Aseal 

says gaming helps him get “out  

of [his] social box” and “see” other 

SODFHV�DURXQG�WKH�ZRUOG��+H�WDONV�
WR�SHRSOH�IURP�4DWDU��(QJODQG��
and elsewhere)

��'HDOLQJ�ZLWK�YXOJDU�ODQJXDJH�DQG�
³WUDVK�WDONLQJ´

��)HHOLQJ�KDUDVVHG�E\�SHRSOH�\RX�
GRQ¶W�UHDOO\�NQRZ

Renee
Texting and video 
chatting (Skype)

��&RPPXQLFDWLQJ�PRUH�HDVLO\�ZLWK�
friends when you aren’t with them

��*HWWLQJ�WR�NQRZ�SHRSOH�EHWWHU

��6HHLQJ�ZKDW�SHRSOH¶V�LQWHUHVWV�DUH

��5HFHLYLQJ�UDQGRP�IULHQG�UHTXHVWV

��&RQQHFWLQJ�WRR�HDVLO\�ZLWK�QHZ�
SHRSOH��ZLWKRXW�WKLQNLQJ�WZLFH

��(QJDJLQJ�LQ�FRQYHUVDWLRQV�WKDW�PD\�
VHHP�RND\�DW�ILUVW��EXW�WKHQ�EHFRPH�
XQFRPIRUWDEOH�RU�DZNZDUG

��'HDOLQJ�ZLWK�UHTXHVWV�IRU�SULYDWH� 
or personal information from peo-

SOH�\RX�GRQ¶W�NQRZ
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Internet Safety Tips
If you develop a friendship with someone online, be sure to ask yourself the following questions:

��+DV�WKLV�SHUVRQ�DVNHG�PH�WR�NHHS�DQ\�LQIRUPDWLRQ�VHFUHW"

��+DV�WKLV�SHUVRQ�IOLUWHG�ZLWK�PH��RU�DVNHG�PH�DERXW�DQ\WKLQJ�VH[XDO"

��+DV�WKLV�SHUVRQ�DVNHG�PH�DERXW�DQ\WKLQJ�SULYDWH"

��+DYH�,�IHOW�SUHVVXUHG�E\�WKLV�SHUVRQ�WR�GR�DQ\WKLQJ"

��'R�,�IHHO�XQWUXH�WR�P\VHOI�²�OLNH�,¶P�QRW�VWLFNLQJ�WR�P\�YDOXHV�²�ZKHQ�,�WDON�WR�WKLV�SHUVRQ"

If the answer is “Yes,” then this friendship is risky and it’s time to stop talking to this person. You 
deserve better!

Bonus Tips 
If someone starts chatting with you about inappropriate topics or asks you to send a picture of yourself, 
end the conversation immediately. And never plan a face-to-face meeting with someone you met online 
without taking a parent or guardian along.

Directions
:KHQ�SHRSOH�GULYH��WKH\�VKRXOG�NQRZ�WKH�UXOHV�RI�WKH�URDG��7UDIILF�OLJKWV�WHOO�WKHP�ZKHQ�LW¶V�VDIH��
WR�PRYH�IRUZDUG��DQG�ZKHQ�WKH\�QHHG�WR�VWRS��

1. Take three sheets of paper and draw a circle on each one. Color your circle “lights” green,   
yellow, and red.

2. With your group, read through each of the following stories. Use the Internet Traffic Light 
descriptions on the next page to help you decide whether it is a green, yellow, or red light situation. 
When you have made your choice, take one of your lights and place it face down in front of you.

3. Wait until all group members have made their choices, and then flip your papers over. Discuss  
the choices you made, and decide as a group which one is best.

4. After each story, write down the choice your group made and why.
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$EE\·V�6WRU\
Abby is 14. Yesterday was her friend Ivan’s bar mitzvah, and Abby chatted with some of his relatives  

at the party. Today, Abby logs on to the social networking site MyFace and sees a friend request  

from Ivan’s uncle. She doesn’t know him very well, but they did chat a little bit about school at the 

dessert buffet. 

What light do you think Abby should choose in this situation? Explain  
your choice.

________________________________________________________________

________________________________________________________________

9LQFH·V�6WRU\
Vince is 12 and loves playing EscapeGo – a fantasy combat MMORPG (massive multiplayer online role-

playing game). When he first started playing, another avatar was nice to him and helped him learn the 

ways of the game. Since then they’ve been good friends online, completing quests together and protecting 

each other during combat. Once, one of their teammates asked them how old they were during a quest. 

“Enough small talk, dude. Nobody cares, just play the game,” Vince’s friend said in response. 

What light do you think Vince should choose in this situation? Explain  
your choice. 

________________________________________________________________

________________________________________________________________

Stop! 
Too dangerous  
to proceed.

The person you are talking to is clearly acting 

inappropriately, and the conversation needs to end.

Slow down, be 
cautious – and be 
prepared to stop.

Something about this conversation makes you feel 

uncomfortable. You’re alert for any signs of inappropriate     

or suspicious behavior.

Coast is clear  
(but look 
both ways!)

You feel safe and enjoy interacting with this person online. 

But you also remember that all conversations can take 

unexpected turns, so you’re prepared to put the brakes on if 

you need to. You have not provided any private information. 
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.H\DQQD·V�6WRU\
Keyanna is 13 and she often plays Whatville, a virtual world for middle school kids like herself. One 

day, another avatar throws a heart her way. Keyanna knows that throwing hearts is a common way  

to flirt on Whatville. She also knows he’s not a newbie, because it takes someone with a lot experience 

to design the kind of appearance that his avatar has.

What light do you think Keyanna should choose in this situation? Explain 
your choice. 

________________________________________________________________

________________________________________________________________

&DWKHULQH·V�6WRU\��3DUW��
Catherine, who is 15, logs on to a chat room for teenagers. Her screen name is CathyKisses15. A guy 

called MikeyMike99 said hi to her a few days ago, and they’ve talked every day since. He’s really easy 

to chat with, and she likes venting to him about things that annoy her at school and at home. She 

hasn’t told him anything too personal yet. “U seem so mature. Ur 15 right? I’m 20,” MikeyMike99 says.

What light do you think Catherine should choose in this situation? Explain 
your choice. 

________________________________________________________________

________________________________________________________________

&DWKHULQH·V�6WRU\��3DUW��
Catherine is back online with MikeyMike99, and they’ve been talking for about a week now. He’s 

starting to flirt with her, and she’s flattered because he seems pretty mature. After all, Catherine’s not 

really into any of the guys at her school, so she likes flirting with Mike online. She’s pretty good at it 

too. And yeah, he said something that might have been kind of sexual once or twice. Today he writes, 

“Can I show u a pic?” Before she types a response, he says again: “Keep this private ok? I like u, Cat.  

I hope u like me 2.”

Now what light do you think Catherine should choose? Explain your choice. 

________________________________________________________________

________________________________________________________________
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Safe Online Talk
INTERNET TRAFFIC LIGHT

TEACHER VERSION 

Teacher Instructions
After arranging the class into groups of four or five and distributing the Internet Traffic Light 
Student Handout, guide students through the Internet Safety Tips below. These tips also appear on 
their handouts.  

Internet Safety Tips
If you develop a friendship with someone online, be sure to ask yourself the following questions:

��+DV�WKLV�SHUVRQ�DVNHG�PH�WR�NHHS�DQ\�LQIRUPDWLRQ�VHFUHW"

��+DV�WKLV�SHUVRQ�IOLUWHG�ZLWK�PH��RU�DVNHG�PH�DERXW�DQ\WKLQJ�VH[XDO"

��+DV�WKLV�SHUVRQ�DVNHG�PH�DERXW�DQ\WKLQJ�SULYDWH"

��+DYH�,�IHOW�SUHVVXUHG�E\�WKLV�SHUVRQ�WR�GR�DQ\WKLQJ"

��'R�,�IHHO�XQWUXH�WR�P\VHOI�²�OLNH�,¶P�QRW�VWLFNLQJ�WR�P\�YDOXHV�²�ZKHQ�,�WDON�WR�WKLV�SHUVRQ"

If the answer is “Yes,” then this friendship is risky and it’s time to stop talking to this person. You 
deserve better!

Bonus Tips 
If someone starts chatting with you about inappropriate topics or asks you to send a picture of yourself, 
end the conversation immediately. And never plan a face-to-face meeting with someone you met online 
without taking a parent or guardian along.

DISCUSS the idea that just as drivers need rules when they’re on the road, students need rules when 
they’re online. Drivers also need traffic lights to tell them when they need to stop, and when it’s safe to 
proceed. Because the Internet has no traffic lights, students need to develop their own internal traffic 
lights. These will tell them when it’s safe to proceed, and when they should come to a stop. 

TELL students to begin the activity by reading the directions on their handouts (see below).

Directions
:KHQ�SHRSOH�GULYH��WKH\�VKRXOG�NQRZ�WKH�UXOHV�RI�WKH�URDG��7UDIILF�OLJKWV�WHOO�WKHP�ZKHQ�LW¶V�VDIH�WR�
PRYH�IRUZDUG��DQG�ZKHQ�WKH\�QHHG�WR�VWRS�

1. Take three sheets of paper and draw a circle on each one. Color your circle “lights” green, 
yellow, and red.

2. With your group, read through each of the following stories. Use the Internet Traffic Light 
descriptions on the next page to help you decide whether it is a green, yellow, or red light
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ALLOW students 10 to 15 minutes to complete the activity. Then reassemble the class. 

DISCUSS each story, inviting students to explain the choices their groups made. Although the students should 

think critically about their choices, it is important for them to understand that there sometimes are truly correct 

answers, especially when it comes to “red light” and “yellow light” situations. You may also use the following 

material to guide class discussion:

$EE\·V�6WRU\
$EE\�LV�����<HVWHUGD\�ZDV�KHU�IULHQG�,YDQ¶V�EDU�PLW]YDK��DQG�$EE\�FKDWWHG�ZLWK�VRPH�RI�KLV�UHODWLYHV�DW�WKH�
SDUW\��7RGD\��$EE\�ORJV�RQ�WR�WKH�VRFLDO�QHWZRUNLQJ�VLWH�0\)DFH�DQG�VHHV�D�IULHQG�UHTXHVW�IURP�,YDQ¶V�XQFOH��
6KH�GRHVQ¶W�NQRZ�KLP�YHU\�ZHOO��EXW�WKH\�GLG�FKDW�D�OLWWOH�ELW�DERXW�VFKRRO�DW�WKH�GHVVHUW�EXIIHW�

Discussion: YELLOW – SLOW DOWN, BE CAUTIOUS. Abby should think twice about this one. The best thing 

she can do is ask her parents what they think about the situation. If they think it’s fine, Abby should also let Ivan 

know and ask for his permission. If everyone gives her the thumbs up – and she feels comfortable being the 

uncle’s friend on MyFace – then it’s probably all right to accept his request. Abby should consider putting him on 

a limited profile setting so that he can’t see her personal information or tagged photos. She should also check out 

their mutual friends.

Additional Questions: :KDW�LI�,YDQ¶V�DXQW�DVNHG�WR�EH�$EE\¶V�IULHQG�RQ�0\)DFH�LQVWHDG"�:RXOG�WKH�VLWXDWLRQ�
IHHO�GLIIHUHQW"�:K\�RU�ZK\�QRW"�'R�\RX�KDYH�DGXOW�IULHQGV�RQ�)DFHERRN�RU�0\6SDFH"�,I�VR��ZKDW�PDGH�\RX�
GHFLGH�WR�OHW�WKHP�EH�\RXU�RQOLQH�IULHQG"

Stop! 
Too dangerous  
to proceed.

The person you are talking to is clearly acting 

inappropriately, and the conversation needs to end.

Slow down, be 
cautious – and be 
prepared to stop.

Something about this conversation makes you feel 

uncomfortable. You’re alert for any signs of inappropriate     

or suspicious behavior.

Coast is clear  
(but look 
both ways!)

You feel safe and enjoy interacting with this person online. 

But you also remember that all conversations can take 

unexpected turns, so you’re prepared to put the brakes on if 

you need to. You have not provided any private information. 

    situation. When you have made your choice, take one of your lights and place it face down in 

front of you.

3. Wait until all group members have made their choices, and then flip your papers over. Discuss 

the choices you made, and decide as a group which one is best.

4. After each story, write down the choice your group made and why.
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9LQFH·V�6WRU\
9LQFH�LV����DQG�ORYHV�SOD\LQJ�(VFDSH*R�±�D�IDQWDV\�FRPEDW�00253*��PDVVLYH�PXOWLSOD\HU�RQOLQH�
UROH�SOD\LQJ�JDPH���:KHQ�KH�ILUVW�VWDUWHG�SOD\LQJ��DQRWKHU�DYDWDU�ZDV�QLFH�WR�KLP�DQG�KHOSHG�KLP�OHDUQ�
WKH�ZD\V�RI�WKH�JDPH��6LQFH�WKHQ�WKH\¶YH�EHHQ�JRRG�IULHQGV�RQOLQH��FRPSOHWLQJ�TXHVWV�WRJHWKHU�DQG�
SURWHFWLQJ�HDFK�RWKHU�GXULQJ�FRPEDW��2QFH��RQH�RI�WKHLU�WHDPPDWHV�DVNHG�WKHP�KRZ�ROG�WKH\�ZHUH�GXULQJ�
D�TXHVW��³(QRXJK�VPDOO�WDON��GXGH��1RERG\�FDUHV��MXVW�SOD\�WKH�JDPH�´�9LQFH¶V�IULHQG�VDLG�LQ�UHVSRQVH��

Discussion: GREEN – COAST IS CLEAR (BUT LOOK BOTH WAYS!) It sounds like Vince’s friend has his mind 

set on EscapeGo and not much else. This is a good sign. It’s exciting to be able to collaborate and strategize with 

other players in real time, too – that’s the beauty of MMORPGs. Vince should still be aware that he’s interacting 

with strangers online, and that it’s never a good idea to reveal private information in these kinds of settings. 

Additional Questions: :KDW�LI�9LQFH¶V�IULHQG�DVNHG�KLP�KRZ�ROG�KH�ZDV�ODWHU�RQ"�:KDW�LI�KH�ZDQWHG�WR�PHHW�
9LQFH�LQ�SHUVRQ�WR�WDON�DERXW�JDPLQJ"

.H\DQQD·V�6WRU\

.H\DQQD�LV����DQG�VKH�RIWHQ�SOD\V�:KDWYLOOH��D�YLUWXDO�ZRUOG�IRU�PLGGOH�VFKRRO�NLGV�OLNH�KHUVHOI��2QH�GD\��
DQRWKHU�DYDWDU�WKURZV�D�KHDUW�KHU�ZD\��.H\DQQD�NQRZV�WKDW�WKURZLQJ�KHDUWV�LV�D�FRPPRQ�ZD\�WR�IOLUW�RQ�
:KDWYLOOH��6KH�DOVR�NQRZV�KH¶V�QRW�D�QHZELH��EHFDXVH�LW�WDNHV�VRPHRQH�ZLWK�D�ORW�H[SHULHQFH�WR�GHVLJQ�WKH�NLQG�
RI�DSSHDUDQFH�WKDW�KLV�DYDWDU�KDV�

Discussion: GREEN – COAST IS CLEAR (BUT LOOK BOTH WAYS!) Flirting online can be fun, as long as  

it’s in a safe setting. And it’s a popular thing to do in tween/teen virtual worlds like Whyville and Habbo Hotel. 

Keyanna can choose to throw a heart back or not – it’s her decision. It’s also a good sign that the other avatar 

doesn’t look like a newbie. It takes a lot of time, energy, and youth-to-youth knowledge to make a trendy-looking 

avatar on Whatville. However, you can’t always judge a book by its cover. If Keyanna starts feeling uncomfortable 

in any way, she should stop contact with this avatar immediately.

Additional Questions: :KDW�LI�WKH�PDOH�DYDWDU�VWDUWHG�LQWHUDFWLQJ�ZLWK�.H\DQQD�LQ�:KDWYLOOH�DQG�QR�RQH�
HOVH"�'R�\RX�WKLQN�WKDW¶V�D�ZDUQLQJ�VLJQ"

&DWKHULQH·V�6WRU\��3DUW��
&DWKHULQH��ZKR�LV�����ORJV�RQ�WR�D�FKDW�URRP�IRU�WHHQDJHUV��+HU�VFUHHQ�QDPH�LV�&DWK\.LVVHV����$�JX\�FDOOHG�
0LNH\0LNH���VDLG�KL�WR�KHU�D�IHZ�GD\V�DJR��DQG�WKH\¶YH�WDONHG�HYHU\�GD\�VLQFH��+H¶V�UHDOO\�HDV\�WR�FKDW�ZLWK��
DQG�VKH�OLNHV�YHQWLQJ�WR�KLP�DERXW�WKLQJV�WKDW�DQQR\�KHU�DW�VFKRRO�DQG�DW�KRPH��6KH�KDVQ¶W�WROG�KLP�DQ\WKLQJ�
WRR�SHUVRQDO�\HW��³8�VHHP�VR�PDWXUH��8U����ULJKW"�,¶P����́ �0LNH\0LNH���VD\V�

Discussion: YELLOW – SLOW DOWN, BE CAUTIOUS. And definitely consider coming to a complete stop. 

Catherine should be aware that her screen name makes her a potential target for inappropriate contact in  

the chat room: it’s flirty, indicates her age, and even says her name. It’s good that Catherine hasn’t divulged too 

much personal information to MikeyMike99. That said, she should be cautious about treating him as her 

confidant. Some people (older teens or young adults, more commonly) develop inappropriate relationships with 

younger teens online over time, establishing feelings of trust and affection at first in order to make their advances 

seem more normal. 

Additional Questions: &DWKHULQH�LQVLVWV�VKH�KDVQ¶W�WROG�0LNH\0LNH���DQ\WKLQJ�WRR�SHUVRQDO��)URP�\RXU�
SHUVSHFWLYH��ZKDW�GRHV�WKDW�PHDQ"



4
SAFE ONLINE TALK / STUDENT HANDOUT — TEACHER VERSION
DIGITAL LITERACY AND CITIZENSHIP IN A CONNECTED CULTURE  
© 2012 www.commonsense.org

&DWKHULQH·V�6WRU\��3DUW��
&DWKHULQH�LV�EDFN�RQOLQH�ZLWK�0LNH\0LNH����DQG�WKH\¶YH�EHHQ�WDONLQJ�IRU�DERXW�D�ZHHN�QRZ��+H¶V�VWDUWLQJ�WR�
IOLUW�ZLWK�KHU��DQG�VKH¶V�IODWWHUHG�EHFDXVH�KH�VHHPV�SUHWW\�PDWXUH��$IWHU�DOO��&DWKHULQH¶V�QRW�UHDOO\�LQWR�DQ\�RI�
WKH�JX\V�DW�KHU�VFKRRO��VR�VKH�OLNHV�I OLUWLQJ�ZLWK�0LNH�RQOLQH��6KH¶V�SUHWW\�JRRG�DW�LW�WRR��$QG�\HDK��KH�VDLG�
VRPHWKLQJ�WKDW�PLJKW�KDYH�EHHQ�NLQG�RI�VH[XDO�RQFH�RU�WZLFH��7RGD\�KH�ZULWHV��³&DQ�,�VKRZ�X�D�SLF"´�%HIRUH�VKH�
W\SHV�D�UHVSRQVH��KH�VD\V�DJDLQ��³.HHS�WKLV�SULYDWH�RN"�,�OLNH�X��&DW��,�KRSH�X�OLNH�PH���́

Discussion: RED – STOP! TOO DANGEROUS TO PROCEED. Catherine has found herself in a sticky situation, 
whether she knows it or not. Talking sexually with people online is risky, especially if you know that person is 
older. There’s a good change that MikeyMike99’s picture is inappropriate, and Catherine should feel uncomfortable 
that he is asking her to keep something private. Even though she’s gone too far already, the power is still in 
her hands. Catherine should stop talking with Mike entirely. Even if it’s a little embarrassing, she should talk to 
friend or parent about what happened, too.

Additional Questions: :KDW�DUH�VRPH�ZD\V�LQ�ZKLFK�0LNH\0LNH���WULHV�WR�PDNH�&DWKHULQH�IHHO�FRPIRUWDEOH"�
(He uses a nickname (Cat) affectionately; he also appears to make himself vulnerable by telling her that he likes 
her, hopes she likes him too.) 
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1. Marcus, a seventh grader, is chatting with Joel, a friend he knows only through an 
online virtual world. Joel asks Marcus if he wants to meet in person sometime. Is it 
okay for Marcus to agree to meet Joel in person by himself?
a) Yes

b) No

2. Alice is friends with someone who she only knows through an online chat room. Alice 
knows that when she makes an online-only friend, she needs to be careful.  
$OLFH·V�RQOLQH�IULHQG�DVNV�WKH�IROORZLQJ�WKUHH�TXHVWLRQV��:KLFK�TXHVWLRQ�VKRXOG�$OLFH�
not answer?
a) What bands do you like most?

b) Will you promise to keep our friendship secret?

c) Isn’t it cool that we like the same TV shows?

3. True or false: Flirting with somebody you meet online is safe, as long as you are in 
control of the situation.
a) True

b) False
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1. Marcus, a seventh grader, is chatting with Joel, a friend he knows only through an 
online virtual world. Joel asks Marcus if he wants to meet in person sometime. Is it 
okay for Marcus to agree to meet Joel in person by himself?
a) Yes 

b) No

Answer feedback

The correct answer is b, No. It is never okay to meet someone you only know online by yourself. If 
Marcus wants to meet Joel, he should talk to a parent or guardian about it.

2. Alice is friends with someone who she only knows through an online chat room. 
Alice knows that when she makes an online-only friend, she needs to be 
FDUHIXO��$OLFH·V�RQOLQH�IULHQG�DVNV�WKH�IROORZLQJ�WKUHH�TXHVWLRQV��:KLFK�TXHVWLRQ�
should Alice not answer? 
 
a) What bands do you like the most? 
b) Will you promise to keep our friendship secret? 
c) Isn’t it cool that we like the same TV shows? 
 
Answer feedback 
The correct answer is b. When you are speaking to an online-only friend, you should always be 
careful about sharing too much information. However, sharing private information or being asked 
to keep a friendship a secret are definite warning signs.

3. True or false: Flirting with somebody you meet online is safe, as long as you are in 
control of the situation. 
 
a) True 
b) False 
 
Answer feedback 
The correct answer is b, False. Flirting with someone that you met online can be risky, no  
matter what. If an online stranger starts flirting with you, it’s a warning sign that you should stop 
the conversation.


